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Blue Spruce Technologies is a security systems
integrator focused on solving the unique
challenges facing Enterprise IT companies,
including secure messaging, secure network
access, and the integration of complimentary
security technologies. The Company provides
consulting and services ranging from market
research to strategy and planning and through
system implementation.

Trusted End Point Computing has emerged as a
critical element in Enterprise IT security. As
technologies such as network-based
authentication, Anti-virus, and Intrusion Detection
mature, it becomes obvious that the next
threshold to cross is that of the state of the
devices attaching to the network. In this model,
the attributes of the device serve as additional
credentials that allow a machine to successfully
authenticate to the network. Common attributes
today include OS patch level, AV .dat file version,
and the presence of selected software
components such as desktop firewall or IPS.

This system does not require that user-based
authentication be in place, but it does compliment
user-based authentication implementations by
combining the identity of the user with the state
of the machine in the determination of whether,
and to what degree, to provide network access.

Benefits / attributes of a Trusted End Point

Computing System include:

Unified network access model for verifying
the user, the machine, and the state of the

machine

Minimize network outages caused by worms
and viruses

Guarantee enforcement of predefined

security policies
Authentication Integration & Implementation
Vulnerability Assessment

Versatile levels of Enforcement

Installation, Implementation, Tuning and
Training
Blue Spruce Technologies aims to provide

knowledge and assistance in areas of IT where
business demands are driving new ways of looking
at the challenge of becoming and remaining an
industry leader. Our approach to realizing business
value from IT capabilities is through a system-level
approach to IT; solutions to key challenges are most
often reached with integrated systems that include
multiple vendors across multiple technologies,
requiring the coordination and cooperation of
multiple IT departments to accomplish a specific

goal.
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